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Often fragmented techniques 
disconnected, lacking traceability, 
relying heavily on manual input.

Often multiple tools are used to identify 
Hazards, Determine Risks and calculate 
the PFD achieved for a Safety System!
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The reality is Hazards and their 
associated Risks are both inherently 

dynamic.

Influenced by changing operational 
conditions, equipment performance, and 

the availability of safety barriers!
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Why do we treat hazards and risks as 
fixed entities when the systems they 

govern are anything but static? 

Why is there still a disconnect 
between the design and operational 

phases?
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Data overload occurs when the volume 
of incoming information exceeds the 

capacity to process, interpret, and act on 
it effectively.

This can lead to Delayed decision-
making due to info bottlenecks. 
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Missed anomalies hidden in noisy 
datasets with an Increased cognitive 

load on operators and engineers. 

Reduced system reliability if insights are 
not acted upon promptly.
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So how can we gain meaningful 
insights into our Safety System and 

others means of protection

If we don’t have the mechanisms in 
place to process, interpret and act 
upon the data we receive from our 

modern IoT based systems?

ASSESS EVALUATE DESIGN

OPERATEMAINTAINMODIFY

OPERATIONAL 
DATA

DESIGN

OPERATIONS

EVALUATION

Increased Automation and Big Data

Challenge

Moving from Compliance Driven Safety to Intelligence Driven Risk Management



11

Static Hazard Identification 
and Risk Determination

Increased Automation and Big 
Data

Performance Analysis 
of Safety Systems

HOW SAFE are WE

INTRODUCTION – CHALLENGE 3



12

IEC 61511, recently introduced a 
significant shift in emphasis: 

The need to evaluate Actual 
Performance of safety systems such as 
failures, demands, and spurious trip 

rates, and comparing these against the  
Predicted Values established during the 

design phase.
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This marks a transition from 
Design Based Assurance 

to 
Lifecycle Performance Validation 

Aligning Safety Engineering with 
modern principles of continuous 

monitoring and feedback. 
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However, through the Functional Safety 
Assessments (FSA-4s) performed in 

recent years. 

The Evidence suggests that this 
performance analysis is NOT being 

systematically carried out.
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How can we be confident in our 
Safety systems 

If we do not systematically collect, 
analyse, and compare actual failure, 

demand, and spurious trip rates 
against the predictions made during 

the design phase?
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Increased automation, through Industry 4.0, 

Is enhancing the workplace but also our 
understanding of Risk.

Increased automation, is good for efficiency, but 
it can also  introduce new risks 

Such as over reliance!

So are we any Safer? 

And what is Industry 4.0? 

INDUSTRY 4.0
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Industry 4.0 – 2015 – Present Day

Increased connectivity 
through the Industrial 

Internet of Things (IOT)

Connecting devices and 
systems to provide greater 

insights and share 
information

Enhanced decision making 
through data collection and 

analytical techniques

Machine Learning to identify 
patterns in data in order to make 

predictions and improve 
performance

Advances in Automation 
including AI and 

Machine Learning

INDUSTRY 1.0 INDUSTRY 2.0 INDUSTRY 3.0 INDUSTRY 4.0

Water and steam power
Mechanisation

Electrical energy
Assembly line

Discrete electronics
Automation

Connectivity
Data driven decision making
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Industry 4.0 – 2015 – Present Day – Safety & Risk 

In Safety Engineering
 

How can IoT be harnessed to enhance risk management?

How can AI and ML be leveraged to process vast volumes of data, learn from it, and evolve over time?
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Mechanisation

Electrical energy
Assembly line

Discrete electronics
Automation

Connectivity
Data driven decision making
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Embrace technologies that enable  
continuous, real-time evaluation 

throughout the lifecycle of a system. 

IoT & AI offers a powerful toolkit for 
transforming Safety Engineering into a 

dynamic and adaptive discipline.
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IoT provides the foundation by 
connecting sensors and devices across 

a plant or facility. 

Enabling the constant collection of 
operational data, feeding this data into 

centralised platforms for analysis.

Opportunity
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AI and ML can it a step further by 
analysing vast datasets to identify 

patterns, predict failures, and assess 
risk dynamically. 

These models can learn from historical 
incidents, maintenance records, and 
live operational data to continuously 

refine risk profiles.

Opportunity
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IoT, AI and ML provide the raw materials 
needed for robust Performance 

Analysis. 

Organisations can track key metrics such 
as, Frequency and cause of spurious 
trips, Actual demand rates on safety 

functions and Failure rates of 
components and subsystems.

Opportunity

Performance Analysis of Safety Systems
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Recognising ProSET’s distinctive ability 
to support the full safety lifecycle, ERM 

is advancing its integration with 
operational platforms. 

This will harness AI and ML to 
automatically gather, interpret, and 
analyse operational data. Feeding 
valuable insights back into earlier 
hazard and reliability evaluations. Opportunity
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The disconnect between capability and 
practice represents a missed 
opportunity to enhance Safety 
Engineering.

Bridging this gap requires not only 
technical solutions but also a cultural 
shift toward data-driven Safety 
Engineering. 

By embracing this approach, 
organisations can ensure that their 
safety systems perform as intended 

    Not just in theory, but in practice.

ERM Solution
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Using a ISO14224 / APOS Standardisation 
technique during Detailed Design.

This standardisation can be retained 
throughout the lifecycle. 

The DATA Comp AI and ML can interrogate 
maintenance and inspection data using the 
Standardised technique with no 
requirement to re-train the machine on 
different datasets.

The results can feed back into the PHA 
Comp for LOPA and SIL Comp for PFD 
requirements of the Safety System.

ASSESS EVALUATE DESIGN

OPERATEMAINTAINMODIFY

OPERATIONAL 
DATA

DESIGN

OPERATIONS

EVALUATION

PHA Comp SIL Comp

DATA Comp

ERM Solution

Moving from Compliance Driven Safety to Intelligence Driven Risk Management



26

ERM Solution

Design data in PHA Comp and SIL 
Comp is seamlessly connected to the 
operational platforms using 
ISO14224 / APOS Standardisation.

During maintenance, issues are 
identified on PSV-02. Technician 
updates entry on maintenance 
system. The AI / ML identifies the 
reliability figures need amending. 

Through DATA Comp the PSV is 
dynamically updated with revised 
barrier reliability status in PHA 
Comp. 

Overall risk target is now not met.

Moving from Compliance Driven Safety to Intelligence Driven Risk Management
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ERM Solution

Overall risk target is now not met.

Additional risk reduction is allocated 
to SIF LSLL-1001. Proof test interval 
is decreased to improve availability of 
SIF as per calculations on SIL Comp.

Work order frequency for testing of 
SIF LSLL-1001 is amended in the 
operational platform.

 Through dynamic management of 
barriers, overall risk target is now 

met.

Moving from Compliance Driven Safety to Intelligence Driven Risk Management
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The disconnect between what is 
technologically possible and what is 

practiced in Safety Engineering 

Presents a Significant Opportunity for 
transformation. 

By integrating design and operational 
phases, structuring data collection and 
analysis, and embedding performance 
evaluation into Safety Management 

Systems

Organisations can move towards a truly 
dynamic model of risk management.

CONCLUSION 
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