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o Many major accidents in our industry 
are related to poor critical barrier 
management.

o These accidents can be avoided if:

The  possibility of these events is 
properly identified.

Their critical prevention and 
protection barriers are properly 
selected, designed, maintained 
and operated.

Buncefield (UK, 2005)
Explosion and fire in oil depot
Failure of critical overfill protection

BP Texas (US, 2005)
Major VCE in refinery
Failure of critical high level interlocks

Shell Moerdijk (The Netherlands, 2016)
Explosion of reactor
Lack of quality of critical procedure & critical instrumentation

Deepwater Horizon (Gulf of Mexico, 2010)
Subsea well blowout
Failure of Blow Out Preventer (BOP)

Context

The management of critical 
barriers is of vital importance 
for the prevention and control 

of major accidents !
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Common

Factors?



3

Process Safety
Leadership

Safety
Management

System
Collective

Commitment

To stimulate leadership of 
managers and raise

collective awareness to 
accomplish design, asset 
integrity and operations

Critical Barrier Management Principles
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Operations
Integrity

To enforce 
practices to ensure 
that the facilities 

are operated
according to their 

design intent

Asset
Integrity

To implement adequate 
inspection, testing and 

preventive maintenance
programs to continuously

follow up on the health of the 
design and in particular the 

health of safety critical 
barriers

To design and construct our 
facilities in the best possible way 

using available design 
specifications and verification of 

the prevention and mitigation 
barriers using risk analysis 

techniques

Design
Integrity



Barrier

Management



Nr Critical Barrier Category Examples
1 Structures and Foundations o Supporting structures

2 Primary Containment Systems

o Storage vessels
o Process vessels
o Piping
o Pipelines

3
Safe Operating Window, 
Control & Trip

Safety Instrumented Systems. Examples include:
o Overfill protection
o Overpressure protection
o High temperature protection
o Reaction killing systems

4 Mechanical Protection Systems
o Pressure relief devices (2-way pressure/vacuum valves, RD,…)
o Mechanical interlocks and mechanical safety systems

5
External Impact & External 
Aggression Protection

o Riser protection
o Cathodic protection
o Building pressurization

6 Leak Control Systems

o Detection with operator action
o Emergency shutdown & isolation systems
o Blowdown & emergency depressurization systems
o Rapid dump systems
o Fire detection systems (with automatic action)
o Gas detection systems (with automatic action)
o Liquid detection systems (with automatic action)
o Breakaway system or coupling

7 Effect Control Systems
o Ignition prevention systems
o Secondary containment systems

8
Fire, Blast & Spill Protection 
Systems

o Firewater systems (including pumps, headers, nozzles…)
o Explosion mitigation systems

9
Escape, Evacuation & Rescue 
Systems

o Lifeboats
o Other rescue & evacuation systems

Barriers Categories: Examples
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Consequence

Central
Hazardous

Event

Initiating
Event

1.Structures & Foundations

2.Primary Process Containment

3.Safe Operating Window, Control & Trip

4.Mechanical Protecion Systems

5.External Impact/Aggression Prevention Systems

6.Leak Control Systems

7.Effect Control Systems

8.Fire, Blast & Spill Protection

9.Escape, Evacuation & Rescue

Active barriers

Passive barriers

Prevention
Barriers

Protection
Barriers



o The overall process for critical barrier 
management is given in the picture 
on the right

o The successful implementation of 
this process will depend on the 
collaboration between several 
disciplines and roles in the 
organization, with the Asset Integrity 
Leader playing a pivoting role

o In this presentation, the following 
aspects of the barrier management 
cycle will be highlighted
✓ Critical barrier identification
✓ Non-conformity management
✓ Monitoring of performance

Critical Barrier Management Process
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Contractors

Process 
safety & 
project 
safety 

Engineer

Guardians

Business 
Team 

Leader / 
RSES / 
Depot 

Manager

Operators

Inspection
Maintenance 
Technicians

Site
management 

committee

Asset
Integrity
Leader

EXECUTION  OF 
ASSURANCE 
ACTIVITIES

NON-
CONFORMITY

MANAGEMENT

SCHEDULING OF 
ASSURANCE 
ACTIVITIES

MONITORING 
PERFORMANCE

MAJOR RISK 
INVENTORY

CRITICAL BARRIER 
IDENTIFICATION

ELABORATION OF 
ASSURANCE  
ACTIVITIES

PERFORMANCE 
STANDARDS



Critical Barrier Identification
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Identification of Critical Barriers
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Objectives: 
o Focus efforts where it matters most !
o Putting a focus does not mean “forgetting about 

the rest” !
o Simplify for everything else !

o In large industrial sites, many thousands of barriers are 
installed !

o Ensuring the 100% reliability and availability of all these 
barriers without important backlog in their maintenance 
and/or inspection can be a challenge.



Identification of Critical Barriers
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Objectives: 
o Focus efforts where it matters most !
o Putting a focus does not mean “forgetting about 

the rest” !
o Simplify for everything else !

How?
o Focus on major accident scenarios
o Focus on dedicated active safety barriers

First Filter

Second Filter



Identification of Critical Barriers
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Focus efforts where it matters most !
Simplify for everything else !

Barriers Critical
Barriers

Major Accidents
• Multiple fatalities
• Long lasting pollution of sensitive environment
• >10 M€ damage to assets



Feyzin
(1966)

Umm Said
(1977)

Seveso
(1976)

Beek
(1975)

Antwerpen
(1975)

Los Alfaques
(1978)

Flixborough
(1974)

La Mède
(1992)

Belpre
(1994)

Milford Haven
(1994)

Longford
(1998)

Deer Park, TX
(1997)

Erika
(1999)

Dakar
(1992)

http://www.offshore-technology.com/projects/roncador/images/roncador10.jpg

Ghislenghien
(2004)

Big Spring
(2008)

Texas City
(2005)

P36 platform
(2001)

Viareggio
(2009)

Skikda
(2004)

Buncefield
(2005)

Mumbai
(2005)

Daesan
(2020)

File:Deepwater Horizon offshore drilling unit on fire 2010.jpg

Macondo
(2010)

Amuay
(2012)

Fukushima
(2011)

Tanjin
(2015)

Vohburg
(2018)

Qingdao
(2013)

Matanzas
(2022)

Pasadena
(1989)

Exxon Valdez
(1989)

Chernobyl
(1986)

Piper Alpha
(1988)

Mexico City
(1984)

Sandoz
(1986)

Bhopal
(1984)

Alexander Kielland
(1980)

Beirut
(2020)

Visakhapatnam
(2020)

Landmark Historical Major Accidents

http://www.offshore-technology.com/projects/roncador/
http://upload.wikimedia.org/wikipedia/commons/9/9d/Deepwater_Horizon_offshore_drilling_unit_on_fire_2010.jpg


Analysis of Major Accidents (120 Cases)
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o 45% of major accident cases involve 
failure of active safety barriers

o 25% of major accident cases 
involve failure of passive barriers



Identification of Critical Barriers
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Chemical = A
Material = B
Pressure = X

Temp. = Y
Volume = Z

LSHLAH

LSHH

FIC

PSV

Example:
High pressure/overfilling 
of reactor

Process Design

Process Control

Operator Intervention

Safety Instrumented System

Active Protection
(relief valve, rupture disk, …)

Passive Protection
(bund, dike, …)

Loss of 
Containment

Plant
Emergency response

Community
Emergency response

Process value

Loop

Alarm

Trip

Incident

(Basic) 
Process 
Control 
System

Process 
Safety 

(Instrumented)
System

Fire and 
Gas 

System
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Safe Operating
Window
Safety Barrier

Preventive
Critical Barrier

Protective
Critical Barrier



Critical Barrier 
Category

Examples of Mandatory Critical Barriers

Safe Operating 
Window, Control & 
Trip

Safety Instrumented Systems (sensor +logic solver + actuator). 
Examples include:
o Overfill protection
o Overpressure protection
o High temperature protection (RC)
o Reaction killing systems (RC)
o HIPS
o Cathodic protection

Mechanical 
Protection Systems

o Pressure relief devices (safety valves, 2 ways pressure vacuum 
valves, rupture discs,…)

o Mechanical interlocks and mechanical safety systems

Leak Control 
Systems

o Emergency shutdown & isolation systems
o Blowdown & emergency depressurization systems
o Rapid dump systems (RC)
o Fire, gas or liquid detection systems with automatic action
o Breakaway system or coupling

Fire, Blast & Spill 
Protection Systems

o Firewater systems (including pumps, headers, nozzles…)
o Explosion mitigation systems
o Pollution detection and associated equipment

Offshore Specific 
Barriers

o Temporary Refuge with HVAC / Fire Dampers
o Mooring Systems, hull of floating systems (FPSO,…)
o Equipment needed for the Escape Barrier (including routes, 

rescue systems, Emergency Lighting, Lifeboats,…)

Identification of Critical Barriers
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Non-Conformity Management
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o A downgraded situation is an abnormal situation characterized by a temporary increase in the level of 
residual risk related to the operation of an installation having the potential to produce major impact to 
people, the environment and/or property.

Non-Conformity Management: Downgraded Situations
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2
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6 73

1- Identification & report
Decision to stop or to continue operations 
with immediate compensatory measures

2- Risk Assessment 
3- Downgraded Situation declaration 
4- Compensatory measures implementation
5- Corrective measures implementation
6- Follow-up of downgraded situation
7- Downgraded Situation closure 



Non-Conformity Management: Downgraded Situations
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Promotion

Campaign



Downgraded

Situations



Monitoring of Performance
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Need for Contextualization 

Find a cross-branch digital solution that provides a daily visual status of the safety critical barriers in industrial sites 
with a clear link to the major risk scenario.

Case 1
5 barriers KO but all paths of all major 

accident bowties have at least 1 Safety 
Critical Barrier operational 

Case 2
 5 barriers KO but 2 paths of Bowtie 1 (path 

A2 & C2) are not protected by an 
operational Safety Critical Barrier

The table below gives a fictive example of the status of safety critical barriers in 
an industrial site
➔ In this case, only 2% of all critical barriers (5 out of 230) is not operational
➔ The site target is to have at least 98% of critical barriers operational.

Is this situation as shown in
the table below acceptable?
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Need for Contextualization

Automatic 
Overfilling  
Prevention 

System
(AOPS)

Independent 
High-Level 

Alarm + 
operator action

Permanent level 
monitoring (Massive 

reception 
procedure)

Discordance alarm 
between 2 level 

measurement system

Gas, Liquid or 
Fire detection 
with alarm + 

operator action 
(tank isolation) 

Retention 
Bund

Active fire 
fighting system 

& oil spill 
contingency 
equipment  

with emergency 
response planOverfilling 

of the 
gasoline 

tank in the 
bund

BarrierCritical
Barrier

Flash Fire/VCE
Loss of people & assets

Pool fire
Loss of people & assets

Pollution
Loss of environment

Wrong level 
measurement due to 
defective Automatic 
Tank Gauging (ATG)

Overfilling due to 
wrong ullage 

calculation

Connection of tanks of 
different height for a 

long time

Use of generic simplified Major Accident Bowties provided in 
Technological Risk Analysis summary report for daily status 

visualization of the critical safety barriers at site level.

European Conference on Plant & Process Safety. December 2025. 21 Focus = People in Operations





Management of Critical Barriers. Initiatives.
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Display of simplified bowties of main major accident scenarios displayed in control room

Focus = People in Operations

Hydrocarbon Storage Depot
Rades (Tunesia)

Hydrocarbon Storage Depot
Rades (Tunesia)



Management of Critical Barriers. Initiatives.
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Panel with description of main major accident scenarios displayed at the entrance 
of a unit

Focus = People in Operations

SATORP Refinery
Jubail (Saudi Arabia)

SATORP Refinery
Jubail (Saudi Arabia)



Management of Critical Barriers. Initiatives.

Training in the control room to all operational shift teams and to the 
maintenance personnel
Polypropylene site LaPorte (US, TX)

Daily review of downgraded situations on site to check status of
safety critical barriers
Polypropylene site LaPorte (US, TX)
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Training of operators on understanding of bowties.
Daily review of the status of critical barriers.

Focus = People in Operations



Management of Critical Barriers. Initiatives.

example
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Identify critical safety barriers are clearly identified in the field (when possible)

Focus = People in Operations



Digital Tool for Follow-Up of the Status of Critical Barriers 

Barrier is fully operational as required by its design and 
its performance standards

There is a delay in ITPM activities of one or more SECEs 
that are part of the barrier

The barrier is impaired with a performance deviating from 
its design intent and applicable performance standard

The barrier has failed or
is not operational

Critical Barriers status

SECE is fully operational as required by its design. No 
delay on ITPM program, no degradation, no bypass.

SECE delay in ITPM activities

SECE failed or not operational

SECE status

AOPS

LSH
SECE

SECE ESD

LAH1SECE

LAH2SECE

Manual 
input

Auto input
European Conference on Plant & Process Safety. December 2025.27



Testimony on

use of BarT



dirk.roosendans@totalenergies.com

Thanks!
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