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Context

o Many major accidents in our industry
are related to poor critical barrier
management.

o These accidents can be avoided if:

®» The possibility of these events is
properly identified.

® Their critical prevention and
protection barriers are properly
selected, designed, maintained
and operated.

The management of critical
barriers is of vital importance

for the prevention and control
of major accidents !
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 BP Texas (US, 2005)
Major VCE in refinery
® Failure of critical high level interlocks

”

-
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Deepwater Horizon (Gulf of Mexico, 2010)
Subsea well blowout
Failure of Blow Out Preventer (BOP)

Buncefield (UK, 2005)
Explosion and fire in oil depot
Failure of critical overfill protection

Shell Moerdijk (The Netherlands, 2016)
Explosion of reactor
Lack of quality of critical procedure & critical instrumentation




Critical Barrier Management Principles

-
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To enforce
practices to ensure
that the facilities
are operated
according to their
design intent

To stimulate leadership of
managers and raise
collective awareness to
accomplish design, asset
integrity and operations

O
Process Safety ¢
Leadership

To implement adequate
inspection, testing and

jon, tes Design
preventive maintenance Management

programs to continuously Integ rlty
follow up on the health of the
~— design and in particular the
health of safety critical Collective

barriers Commitment

> To design and construct our

facilities in the best possible way
using available design
specifications and verification of
the prevention and mitigation
barriers using risk analysis
techniques
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Barriers Categories: Examples

| Nr_ | Critical Barrier Category | Examples |

5

1

Structures and Foundations

Primary Containment Systems

Safe Operating Window,
Control & Trip

Mechanical Protection Systems

External Impact & External
Aggression Protection

Leak Control Systems

Effect Control Systems

Fire, Blast & Spill Protection
Systems

Escape, Evacuation & Rescue
Systems

(@]

O O O

Safety Instrumented Systems. Examples include:

O

@)
O
@)

O O O 0O 0O O O O O O

O
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Supporting structures

Storage vessels
Process vessels
Piping

Pipelines

9.Escape, Evacuation & Rescue
8.Fire, Blast & Spill Protection

Overfill protection 7 .Effect Control Systems
Overpressure protection
High temperature protection

Reaction killing systems

6.Leak Control Systems

Pressure relief devices (2-way pressure/vacuum valves, RD,...)
Mechanical interlocks and mechanical safety systems

Central
Hazardous

Event

i

5.External Impact/Aggression Prevention Systems

||
4.Mechanical Protecion Systems

Riser protection
Cathodic protection
Building pressurization

Detection with operator action

Emergency shutdown & isolation systems
Blowdown & emergency depressurization systems
Rapid dump systems

Fire detection systems (with automatic action)

Gas detection systems (with automatic action)
Liquid detection systems (with automatic action)
Breakaway system or coupling

3.Safe Operating Window, Control & Trip

2.Primary Process Containment
Ignition prevention systems

Secondary containment systems

1.Structures & Foundations

Firewater systems (including pumps, headers, nozzles...)
Explosion mitigation systems

Lifeboats

Other rescue & evacuation systems

Initiating

Event
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Protection

S—

Barriers

Active barriers

Passive barriers

Prevention

S—

Barriers




Critical Barrier Management Process

-
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MAJOR RISK
o) . INVENTORY
o The overall process for critical barrier
management is given in the picture
on the rlght MONITORING CRITICAL BARRIER
. . PERFORMANCE IDENTIFICATION
o The successful implementation of
this process will depend on the - s
collaboration between several MmN ety
. . . . L, Engineer
disciplines and roles in the : O 4
: : : : NON- T Asset
organlzatlorT, with ’.che Asset Integrity CONFORMITY ntesrity e
Leader playing a pivoting role MANAGEMENT Leader 5% STANDARDS
o In this presentation, the following s
aspects of the barrier management BLTdm/
. . . : Operators RegEgr/
CYC'.e Wlu be hlghllghted EXECUTION OF ‘ Mziggter ELABORATION OF
" . . . pe . ASSURANCE ASSURANCE
v' Critical barrier identification ACTIVITIES ACTIVITIES

v" Non-conformity management
v" Monitoring of performance

SCHEDULING OF  --~
ASSURANCE
ACTIVITIES
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Critical Barrier Identification

7

MONITORING
PERFORMANCE

NON-
CONFORMITY
MANAGEMENT

EXECUTION OF
ASSURANCE
ACTIVITIES
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Site management
committee

MAJOR RISK
INVENTORY

I‘

Integrity y) S

Leader %

4 I‘\ Y/ I‘\
I" 'I[
Business
Team
Leader/
RSES/
Depot
Manager

SCHEDULING OF
ASSURANCE
ACTIVITIES

Process
safety &
project
safety
Engineer

CRITICAL
BARRIER

IDENTIFICATION

PERFORMANCE
STANDARDS

ELABORATION OF
ASSURANCE
ACTIVITIES

TotalEnergies



|dentification of Critical Barriers

o In large industrial sites, many thousands of barriers are
installed !

o Ensuring the 100% reliability and availability of all these
barriers without important backlog in their maintenance
and/or inspection can be a challenge.

Objectives:
o Focus efforts where it matters most !

o Putting a focus does not mean “forgetting about
the rest” !

o Simplify for everything else !
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Skipping the criticality assessment...

everything’s

\_ important! /

Equal priority = zero priority.

/" Problem solved-\



|dentification of Critical Barriers

-
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Objectives:
o Focus efforts where it matters most!

o Putting a focus does not mean “forgetting about
the rest” !

o Simplify for everything else !

Skipping the criticality assessment...

= o / Problem solve -
How? S == ( everything’s

\_ important!

o Focus on major accident scenarios FIRST FILTER

o Focus on dedicated active safety barriers SECOND FILTER

Equal priority = zero priority.
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|dentification of Critical Barriers

-

Focus efforts where it matters most ! &y, T

Simplify for everything else !

Likely
2102 per year

Unlikely
102 > 2103 peryear

Blalkiiel

Extremely unlikely
104 > 2105 peryear

environment

Remote
< 105 per year

Moderate Serious Very Serious Catastrophic Disastrous
<

>

Major Accidents
* Multiple fatalities

10 | European Conference on Plant & Process Safety. December 2025. * Long lasting pollution of sensitive environment
* >10 M€ damage to assets




Flixborough Antwerpen
(1975)

Los Alfaques
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Pasadena Exxon Valdez
(1989) (1989)

Alexander Kielland Bhopal Mexico City Sandoz
(1980) (1984) (1984) p (1986)

La Méde Milford Haven Deer Park, TX
(1992) 47 A (1994) » \ (1997)

Big Spring Viareggio
(2008) X (2009)

P36 platform Skikda Ghislenghien Texas City
(2001) _ (2004) ) (2004) (2005)

Mumbai
(2005)

Buncefield
A (2005)

Vohburg
(2018)

Macondo Qingdao
(2010) N - \ (2013)

Matanzas
(2022)

Visakhapatnam
(2020)



http://www.offshore-technology.com/projects/roncador/
http://upload.wikimedia.org/wikipedia/commons/9/9d/Deepwater_Horizon_offshore_drilling_unit_on_fire_2010.jpg

Mexico City Chernobyl
(1984) ¢ (1986)

Analysis of Major Accidents (120 Cases)

o 45% of major accident cases involve
failure of active safety barriers

o 25% of major accident cases _
involve failure of passive barriers » <! &'

Passive barrier
Passive barrier
Passive barrier

Active barrier
Active barrier
Active barrier
Active barrier
Active barrier
Active barrier

Central
Hazardous B
Event

Initiating
Event

Primary Process
Containment
Control & Trip
Mechanical Protection
Systems
Prevention Systems
Leak Control Systems
Protection
Escape, Evacuation &
Rescue
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>
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Safe Operating Window,
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External Impact/Aggression
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|dentification of Critical Barriers

Likely
2102 per year

Unlikely
102 > 210 per year

Very unlikely
102 > 210+ per year

BElrlars

Extremely unlikely
104 > 210% per year

' "7,
l{

Remote
< 10 per year

Moderate
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Serious Very Serious Catastrophic

Chemical = A
Material = B
Pressure = X

Temp. =Y
Volume =Z

|L_—— ol

Disastrous

Community
Emergency response

Fire and
Gas
System Emergency response
Passive Protection

(bund, dike, ...)

Loss of
Containment

Process
Safety

(%))
£
O]
+
0
>
wn
>
i)
(O]
Y—
(4]
N
©
O]
]
M
L
©
]
(@]

(Instrumented)

System

Operator Intervention
(Basic)

-
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Example: Y
High pressure/overfilling y b .a()
of reactor ‘ 1' j"'
4 /4
L4

Protective
Critical Barrier

Preventive
Critical Barri

Process Process Control

Control

Safe Operating
Window
Safety Barrier

~N

System

Process Design

Control Systems




|dentification of Critical Barriers

Critical Barrier
Category

Likely
2102 per year

Unlikely
102 > 210 per year

" Q =
104v>erg1u0r!:'::'ryyenr @3@%0@ rl F I
|Ei’§ﬁﬂ Safe Operating
104 5 2105 por yer Window, Control &

Trip

Safety Instrumented Systems (se
Examples include:

Overfill protection
Overpressure protection

High temperature protection (RC)
Reaction killing systems (RC)
HIPS

Cathodic protection

S

@

Remote
< 10 per year

Moderate Serious Very Serious Catastrophic Disastrous

0O O O O O O O

Pressure relief devices (safety valves, 2 ways pressure vacuum
valves, rupture discs,...)

Mechanical

"l) Protection Systems

> 4 ?, o Mechanical interlocks and mechanical safety systems

E;’ SIS ¥ 4 l’:&g o Emergency shutdown & isolation systems

2| Svstem Emergency response CriticPBarrier o Blowdown & emergency depressurization systems

X Loss of Passive Protection Leak Control )

% Containment (bund, dike, ...) Systems o R-apld dump.sy.f,tems (RFZ) . . .

E ngfc:;s N o Fire, gas or liquid detection .systems with automatic action

2 un;t;usr::r::d, Critical Barrier o Breakaway system or coupling

G Fire, Blast & Spill o Firewater systems (including pumps, headers, nozzles...)

5 (Basic) Operator ntenention Safe Operating Protection Systems © Explosion mitigation systems

§ B \ Process Control | | Window o Pollution detection and associated equipment

E System ——— Safety Barrier o Temporary Refuge with HVAC / Fire Dampers
Offshore Specific o Mooring Systems, hull of floating systems (FPSO,...)
Barriers o Equipment needed for the Escape Barrier (including routes,

14 | European Conference on Plant & Process Safety. December 2025. rescue systems, Emergency Lighting, Lifeboats,...)




Non-Conformity Management

MONITORING
PERFORMANCE

NON-
CONFORMITY
MANAGEMENT

EXECUTION OF
ASSURANCE
ACTIVITIES
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MAJOR RISK
INVENTORY

Site management
committee

I‘

Integrity y) S

Leader %

4 I‘\ Y/ I‘\
I" 'I[
Business
Team
Leader/
RSES/
Depot
Manager

SCHEDULING OF
ASSURANCE
ACTIVITIES

Process
safety &
project
safety
Engineer

CRITICAL BARRIER
IDENTIFICATION

PERFORMANCE
STANDARDS

ELABORATION OF
ASSURANCE
ACTIVITIES
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Non-Conformity Management: Downgraded Situations
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o A downgraded situation is an abnormal situation characterized by a temporary increase in the level of
residual risk related to the operation of an installation having the potential to produce major impact to
people, the environment and/or property.

1- Identification & report
Decision to stop or to continue operations
with immediate compensatory measures
2- Risk Assessment
3- Downgraded Situation declaration
4- Compensatory measures implementation
5- Corrective measures implementation
6- Follow-up of downgraded situation
/- Downgraded Situation closure

Risk level

Process
working at
base risk leve

Disturbance g U U

A

Time
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Non-Conformity Management: Downgraded Situations

-
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No Safety without Critical Barriers:
Each Action Counts!

No Safety without Critical Barriers:
Each Action Counts!
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Monitoring of Performance

MAJOR RISK TotalEnergies
INVENTORY

MONITORING CRITICAL BARRIER
PERFORMANCE IDENTIFICATION

Process
safety &
project
safety
Engineer

Site management
committee

I‘

NON-
CONFORMITY Integrity y) O

PERFORMANCE

STANDARDS
MANAGEMENT Leader o

4

'l‘\ 'l‘\

I" 'I[

Business
Team
Leader/
RSES/
EXECUTION OF Depot ELABORATION OF
Manager

ASSURANCE ASSURANCE
ACTIVITIES ACTIVITIES

SCHEDULING OF
ASSURANCE
ACTIVITIES
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Need for Contextualization
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Find a cross-branch digital solution that provides a daily visual status of the safety critical barriers in industrial sites
with a clear link to the major risk scenario.

The table below gives a fictive example of the status of safety critical barriers in
an industrial site

=> In this case, only 2% of all critical barriers (5 out of 230) is not operational
- The site target is to have at least 98% of critical barriers operational.
Is this situation as shown in

the table below acceptable?

Q00
i

i
e
4

Bowtie2

5%

Q00 000
(

\i/

O

7y
00O

Bowtie3

5%

;

0

]

i
000 000

000
\i/
O
£\

000

Case 2

scet | soms | sossr || sceso || scawa | scess || scess || scms || sceos || scezes 5 barriers KO but all paths of all major 5 barriers KO but 2 paths of Bowtie 1 (path

scazz [T scnss [N sceee [N scser [N scsste [N scensy [N sceseo [N scass [N scaoe [N accident bowties have at least 1 Safety A2 & C2 pt tected b b

scos [N soos [N scueo [ oome [N soovis B scone [N scowes [N scoas [ sceor [N Critical Barri tional Jare not protected by an
e sl El Dl ENEN operational Safety Critical Barrier
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Need for Contextualization
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Use of generic simplified Major Accident Bowties provided in
[:T--Tﬂ — Technological Risk Analysis summary report for daily status
F i ’ monit:erlr;gt(ig/l:ssive visualization of the critical safety barriers at site level.
= procedure)

Overfilling due to
wrong ullage

calculation

[LIELfp

=Y
= Active fire
— fighting system
— & oil spill
Inc_iependent ] contingency
High-Level ] - equipment
Alarm + Retention with emergency
operator action Overfilling Bund response plan
Connection of tanks of of the
different height for a gasoline
long time tank in the
. bund

Autor.na.tlc Gas, Liquid or S

Overfllll_ng Fire detection L P >0 lm;

PreVenthn With alarm . 0SS OT people assets

System operator action
(AOPS) (tank isolation)
Wrong level
measurement due to
defective Automatic
Tank Gauging (ATG)
Critical .
Discordance alarm Bgr:'(i::r Barrier —
olwution
between 2 level Loss of environment
measurement system
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Typical LPG Bowtie
BLEVE of aboveground
LPG storage vessel

Human error during
purging or sampling

E.g. Erroneous
opening sequence
of purge valves, ...

Human error during
transfer operations,
e.g. wrong ullage |—»
calculation, wrong
line-up, ...

P-1- LAH Vapour p—
fraction ) Impact on
% Flash fire / People,
> vV Assets &
= i Large leak on Env
Failure of Overfilling of LPG storage
continuous level ___,|storagevessel | = | | o e o M-1 -
measurement or causing :
overpressure cor':?':.;;:]ed Lpsp'gss;fi’:ge
P-3- AOPS P-5- PSV Liquid superheated = = 8
fraction causing excessive s
wetfirel | b L b L | overpressure.  —> [ Expanding
Human error: - ‘;Pool fire Atthe same time, fapour Explosion:
Storage vessel is | Ignition ) the metal surface of 1 ball &
ﬂ;I)lr%ddt’lvcnthhvav\:%ngg -2 M-3 - Fire M-4 - PFP the vessel weakens Blas
higher vapour — and ruptures.
pressure than 1.5 x

tank's design P.4-. PAH
pressure




Management of Critical Barriers. Initiatives.
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Display of simplified bowties of main major accident scenarios displayed in control room

Hydrocainon;Storage Depo 2 : i 7ydrocéirbon Storage Depot
Rades (Tunesia) e / ) Rades (Tunesia) } |

Focus = People in Operations
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Management of Critical Barriers. Initiatives.
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Panel with description of main major accident scenarios displayed at the entrance
of a unit

ISATORP Refinery o SATORP Reflnery
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Management of Critical Barriers. Initiatives.
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Training of operators on understanding of bowties.

Daily review of the status of critical barriers.

Training in the control room to all oper ]
maintenance personnel e
Polypropylene si;e LaPorte (US " ————

Focus = People in Operations
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Management of Critical Barriers. Initiatives.

-
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Identify critical safety barriers are clearly identified in the field (when possible)

Focus = People in Operations
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Digital Tool for Follow-Up of the Status of Critical Barriers
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Barrier : Automatlc Overfill Protection System (AOPS) (10 Dashboard £ Templates [7) Models 'J Barriers (D Elements &3 Status viewer

() About £) Els Janssens v
BarT ~ . /MS/South Africa/Ladysmith/CHE1a_T300 Zoom: O (@ Legend > Barrier details
Status
Q search v
- us o (oo AOPS
~ South Africa mEEmEEEL
> Bethlehem
~ Ladysmith orpms®
; [ creta_T208 TS i
PO T I I L L I T I a_ Mamal.. e -
[ cHEna 300 ytainy
) | . —
300 in bund
] il TR T Emes SO0
hovs fHETN raceo Ragp on
Bl cHETb_Road gantry pump bund crproc. fem OEED = [
I CHE1b_Rail pump bund 01EEN . Automatic
s of containment on \
I CHETc_Separator Pit ‘3.';'2; ..";"nl'.‘f.{i.‘..';
-
.. . l CHE2_LoC gasoline outside bund
Critical Barriers status B orera sund2
B PR J
[ cHE5+7_Road gantry el Sxpam |
. . . . . . » TRVT200
. Barner is fully operational as required by its design and [ cHES+7_Rall wagon unloading et
its performance standards -
~ Nelspruit Freventive barriers il / Mitigstion / Protection barriers CHE1a T300 - Loss A;(lcnnl:ir';l“na:[ of gasoline from
1 H it ank drainage procedu re requiring permanent supervision - Tz 300 i 3
There Isa de"ay n ITPM activities Of one or more SECES . CHES+7 Sﬁ;fr?sc;‘ffﬁjofoﬂésignkrﬁmng msf, ;f cedure wrtq:magpfdrpp gtfnrpfevsi verification Eum 3hEisepti‘:!tgggu;dTE’sDEﬂc,ngwaggcsin:t;gg;;ZEEepfsnthhesrte inchiding fire push buttons to rase alarm =" nbun
that are part of the barrier ::Er;:ggrhari\;ildlam from Automatic Tank Gauging (ATG) system in conirol room with a,:g e Fahting eawmment
HEla_T7 PS - Automatic Qverfill Prevention System (AQPS) for gasoline tank Inlet Bulyeea Valve-T300 : Non-return check vaive on tank's inlst line MS/South Africa/Ladysmith/
. L. . . . . TRV'EOO Inlet : Thermal expansion Relef Vaive (TRV) Outlst BuNacco Valve-T300 © Firs safe check vaive on tank's cutiet line CHE1a_T300
The barrier is impaired with a performance deviating from HE1a_T12 oo b e ydmcari et echon i rbon b o and st st
itS des|gn Intent and apphcab[e performance Standard Prerequisites - :'ED [fC:/Dk a%arhydr;a(?rbﬂnfdeffdmn in retention bund with automatic action upon 40% LEL HSE-RM-ABU-REP-2023-100
e 116 o ssolate tanl e Eransfer TotalEnergies et e
L o o aP1 633 o ecwivalert Lln 2024
HE1b * ATEX conformity (electrical equipment, rrghmm;pmrmmn grounding, etc..)

° Monitoring of installations by operator rounds,
e S a oy o v of retertion burd

u The barrier has failed or

is not operational HEG

SECE status

GRIF

O SECE is fully operational as required by its design. No
delay on ITPM program, no degradation, no bypass.
O SECE delay in ITPM activities

‘ SECE failed or not operational
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Thanks!

M dirk.roosendans@totalenergies.com
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